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Outline

* Internet of Things - introduction

* Advances, perspectives and challenges in standardization of the loT

— ITU-T and some other relevant international organizations, one example of
initiatives promoting standardization

* Advances, perspectives and challenges in some technical areas of the loT
— Architectures
— Platforms
— Smart Cities
— Data in the loT and Intelligence from Data

NOTE - Backup slides include some details on different standardization related activities
and examples of application domains of the loT —
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Internet of Things - introduction




The loT is fundamentally changing the business and drives
convergence between ICT and industries

Sma rter ® Embedded and enhanced processing power
® Greater data capabilities
Products e Bi-directional communications

® Pervasive coverage and greater bandwidth
I SO I ate d Conn ected e Multiple technologies

® Real time communications
Operational OT+IT o Applications and data

e Integrated/advanced analytics
Technology Convergence o Shift in traditional product design

ervice

- 11 H ” e Products designed with integrated services
I t. Se ertlsatlon e New business models
nnovation

loT is driving a profound transformation of the industries, the digitalization impacting
products, processes, business models and ecosystems, social life

“Ultimately, digitalization is connecting all industries into a giant ecosystem” [source: Harvard webinar]



The Internet of Things

Pumps, Valves, Yaix, Conveyors, Pipciines
AMeters, Orhves, Comventing Fabeitation
Assarmbly Pacaging, VesseluTonss, e2c

Beecham
Research



loT and leading technologies

The loT will benefit from the integration of a number of leading technologies,
including those for

 Machine to Machine Communications

 Advanced sensing and actuation

* Cloud Computing (and distributed computing)

e Softwarization (incl. Software Defined Networking, Network Functions Virtualization)
e Autonomic Networking

* Big Data management

* Distributed Ledgers (Blockchain)

* Semantics support

* Machine Learning/Al

e Service Delivery Platforms

e Security, Privacy and Trust i E
X



Advances, perspectives and challenges
in (technical) standardization of the loT




ITU-T Study Group 20: Internet of things (loT)
and smart cities & communities (SC&C)

Lead Study SG20 structure

Group on

=
&
—

WP1/20

End to end connectivity, networks, interoperability,
infrastructures and Big Data aspects related to loT
and SC&C

Requirements, capabilities and use cases across
verticals

Architectures, management, protocols and Quality
of Service

e/Smart services, applications and supporting

platforms

Research and emerging technologies, terminology

and definitions

mmEAwNH
S B B B B B
~

N

o

Security, privacy, trust and identification

Evaluation and assessment of Smart Sustainable

N
N
o

Cities and Communities

SG20 Home page: http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/default.aspx 9


http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q1.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q2.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q3.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q4.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q5.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q6.aspx
http://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/q7.aspx

oneM2M partnership - its working space

Connected Cloud
Machine Infrastructure
The layers of the oneM2M Architecture
[ ] [ ] Application Layer Software “framework” that sits between
= loT applications and communication
networking components
Embedded l0T/M2M loT Service . Provides horizontal services that loT
ServicelLayer  Service Platform Service Layer applications across different industry

segments commonly need (e.g. data
management, security, etc.)

Netwgrk Layer Can be deployed on devices, gateways and
servers in highly distributed deployments

oneM2M was created in 2012 to specify and promote a standard for an [oT/M2M Common Service Layer

Source:
Sierra
Wireless
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ISO/IEC JTC1 SCA41 - structure and working space

. ///" \\\‘
Chair // i N\
py Applications \
Advisory // Standards \
Secretariat 4
Group
| | | |
Vocabulary WG 3 WG 4 WG5S Use Cases
Rapporteur loT °T o Rapporteur ¢
Architecture Interoperability Applications T Framaustk.
& Foundationnal
SG SG SG* SG* SG* \ Standards
Wearables Reference Societaland Integration of Systems ‘\
Architecture & Human loT and Architecture
Vocabulary FactorsinloT Blockchain based onloT
Harmonization Services RA

*Under Letter Ballot (in June 2018)

SC41 has been created in Nov 2016 incorporating two previous ISO/IEC JTC1
efforts: WG10 (IoT) and WG7 (Sensor Networks)

Key loT achievement: ISO/IEC 30141 IoT Reference Architecture .
(project inherited from WG10) A view from SC41 Chair

11



AIOTI

©)

©)

The Alliance for loT Innovation (AIOTI) — an example of organization

promoting standards convergence/harmonization
AIOTI Working Groups

Initiated by the European Commission
in 2015 (now a legal entity on its own)

Aim to strengthen the dialogue and 0
interaction among loT players in Europe,

and to contribute to the creation of a Innovation Ecosystems

dynamic European loT ecosystem to

loT Research

speed up the take up of loT. R v

- | L £ £

AIOTI key strategic challenges SRkl s 3 : g

o Addressing rapid technological 5 § £ T

developments 3§ s o

o User acceptance of loT innovation, loT Policy . 2 2 2 3 > £

building trust £ E , ¢ 3 & 2 4§ 3

. > 5 K] - 0 L (] c 3

o Drive towards deployment 5 & 3 U = 3 = u a

o Managing the risk of fragmentation, SME Interests t t g t ¢t t t t t

converge in a field of international E &£ z £ E E E E E
competition

o Education and information to m 9 N~ ® 9 O = N 0

stakeholders in their context Blockchain Work Stream ol e Sl BN e Eo N B S el g

2 3 3 3 3 3 3 3 3
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loT interoperability and the role of Standardization

Market research: “nearly 40% of economic impact of the IoT requires interoperability between loT systems”
loT value will come solving interoperability issues within/across loT domains (different interoperability dimensions)

Key issue with loT interoperability is current diversity =>> the key role of international SDOs in
standards convergence/harmonization (ITU-T as key actor)

Open innovation systems move fast =>> Standardization needs to cope - process, collaboration

ToT SDOs and Alliances Landscape
(Vertical and Horizontal Domains)

R Manufacturing/ Vehicular/ . Farming/
Home/Building 1.4 ustry Automation Transportation Healthcare Energy Cities Wearables Agrifood
/’ e \ / sercos al°pso CENELEC ( N (oasis@a N 7 - h‘\ i poe— B

e P ==Y /,-\ <~ CcAR 2 CA} & TE CENELEC. _— gl"ggé (5
€D 2 B s ahay P& ' &= o “esmic i
: +INDUSTRIE4.Q CENELEG Cin“r:)a @‘“ gﬁse C, Alliance
L¥oeumees DA IHE === 4>IEEE ——
<% eCl@ss” i P —— s
A7 SFDICOM 1EC ==l
& IO-Link EA) i SoSAn < IEEE
=RIPC o0 A o 23 S N S
s N > IEEE S = CENELEC
2 i Oppere. 3 o pocs
Bl " AloTi ) .~ AlOTI & aloT) \ T aloTi)
[ -~ OSGl e m 2 Openfog WIRELESS WORLD )
& D Aniance - °A§'S .‘f_i i o IEEE L.j ','.‘ [& @1
s RUSTED Rfsiband \%// £ Ar1oTi @ IS & == : :: E : DG ... (D perzcnos
: , <+ eCl@ss RINES ’—=|0'r = «"sOMma Zi '
> W @  Open Mubee Aneies gBee 2
LoRa mipi _ e wt et SR PSS o, RS mER i

Horizontal/Telecommunication
Source: AIOTI WG3 (IoT Standardisation) — Release 2.8
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loT standards gaps (technical, but also business and societal) -
view from AIOTI supporting study (first phase ended 1H 2017, second phase started 2H 2018)

Consolidated view of 49 main gaps

Main gaps - allocation to loT Domains

- Smart
Security and Manufacturing;
privacy 8%

Main gaps - allocation to Knowledge Areas

Smart Mobility;
21%

others (19topics);
43%

SmartEnvironment;
8%

14% |
Connectivity —
10% Smart Cities;
8%

Standards gaps as
both missing and

competing standards
Cross loT platforms SmartFarming;
' interc?paet?ability 12% 17%
10%
Service platform
10%
Interoperableg;:cessing rules | Devices %,;2 sensors WeSaTaabrltes; Sma1n4lgi6ving;
12%
T
Extract from AIOTI WG0O3-EC workshop, Feb 2017 (results published as ETSI TR) E@!



Advances, perspectives, challenges in some
technical areas of IoT and Smart Cities




Architectures




A basic reference - the IoT Reference Model defined by ITU-T

Capability view of the loT infrastructure

Application capabilities

Service Support and Application Support
capabilities

Network capabilities

Device and Gateway capabilities
Cross-layer Management Capabilities
Cross-layer Security Capabilities

h s )
< [ 0
5 5 || Application [oT s &
e ||1ayer Applications & C
—0 = =
=8 I\ =%
- (D F‘D
o2 | o

Service - —

support and Generic Support Specific Support A
29 Wl Application Capabilities Capabilities i
e o c.G
o) Support layer ? :
- @
2| o g
§§ Network Networking Capabilities c g
g |[layer =
%o e @ <
S s Transport Capabilities A O
53|\ =3
2 ;; 23
218 =1
5 — =y
= = || Device Device Gateway -
= 2 || layer Capabilities Capabilities
o g

J\. -

Source: ITU-T Y.2060 /Y.4000 “Overview of the Internet of things”



The oneM2M architecture approach

Pipe (vertical):
1 Application, 1 NW,
1 (or few) type of Device
Point to point communications

Application

Communication
Network (wireline, wireless,
Powerline ..)

Gateway

O

Device

Things

Horizontal (based on common Layer)

Applications share common service and network infrastructure
Multipoint communications

Application Application Application
\ | \ /7 y
Common Service Layer (_Zommon
~ Servicelayer
NG /\ ’
\ Things
Com!:unication/ CO":”;UHICEEO“ \ representations
bl S erwer (including
— |P semantics)

S  Common Service Layer

A_ Application

As result of a concrete collaboration initiative between ITU-T SG20 and oneM2M, a number of oneM2M
specifications have been adopted since Sept 2017 as ITU-T Recs or Supplements (incl. oneM2M Architecture)

Further collaborations are expected (as well as between ITU-T SG20 and ISO/IEC JTC1 SC41) 18



The AIOTI High Level Architecture (HLA) aiming to promote convergence and
harmonization across the different loT architecture standardization efforts

Source: AIOTI WGO3 (loT Standardisation) - HLA Rel. 3.0 é&

&k b
Application
layer

CZ4 Z/

Network
layer

(1) Commands/data structure (3 ) Dataplane (5 ) Horizontal services

//// \ ageas ( ™ i i

AIOTI HLA functional model

loT Entity
loTEntity (o——— © ‘f'

egfor
generic support 9

Management capabilities

Device and Gateway capabilities (note)

@ Commands/data structure @ Data plane 6

@ Interfaces to access SSAS capabilities @ Control plane interfaces G

note: not equiva

ITU-T loT Reference Model mapping
to the AIOTI HLA

A number of loT Reference Architectures across SDOs, projects and market deployments

19



The studies on loT Architectures need to continue ...
Gaps with reference to the three AIOTI HLA layers [from AIOTI supporting study]

Identified gap

Impact on AIOTI HLA

Competing communications and networking technologies

Network layer

Easy standard translation mechanisms for data interoperability

loT and application layers

Standards to interpret the sensor data in an identical manner across heterogeneous
platforms

loT layer

APIs to support application portability among devices/terminals

loT layer

Fragmentation due to competitive platforms

Not specific to HLA

Tools to enable ease of installation, configuration, maintenance, operation of
devices, technologies, and platforms

Mostly loT layer, also Appl. and Network

Easy accessibility and usage to a large non-technical public

Not specific to HLA

Standardized methods to distribute software components to devices across a network

loT and network layers

Unified model/tools for deployment and management of large scale distributed
networks of devices

All layers; critical in loT layer

Global reference for unique and secured naming mechanisms

All layers

Multiplicity of lIoT HLAs, platforms and discovery mechanisms

Addressed by HLA

Certification mechanisms defining “classes of devices”

Network layer

Data rights management (ownership, storage, sharing, selling, etc.)

All layers

Risk Management Framework and Methodology

Source: AIOTI WG03-EC workshop, Feb 2017

All layers; interface definition




Studies on Virtualization of the loT infrastructure:
the example of an architectural approach based on microservices

Mana Monitoring Secu Application Layer
gement rity
Nodes and services Health Check Performance Check
Data Commu Cotoutation & Search o loT Layer
ton collection nication P ! AREE Engine _‘.’ Auspe Authen MoteHng
guration Gathering & Batch ustering Multiple Visualization tication Nodes and services Health Check Performance Check
Publish & Processing Partitioning Data Types ;
Measurement yp Exploration z
Subscribe o m collection nication Computation Storage DvataVUsage
Structured Data Stream Replication Aggregation Decision Gathering & . Pr::::;n chmvmf‘g Multiple Visuaksstion
Request- Processing SQU/NosaL " — Autho Measurement ::::-:rr;ha: e Partitioning Data Types Eiploiation
Unstructured Response Yy Prediction risation p——— Prsut:::::;g Replication Aggregation Deckiion
Data Data Locality Schema(less) Analytics Control Unstructisred i St oy Prediction
Mainte Data Data Locality Schemal(less) Analytics Control
nance 7 i
Orchestration Orchestration (Agent)
% - . o Account Automated Service Service Scaling Fault Zero-downtime
Automated Service Service Scaling Fault Zero-downtime g Deployment Discovery Coordination Up and Down Tolerance Deployments
Deployment Discovery Coordination Up and Down Tolerance Deployments ting
Container
Standardized Units for Cloud Portability Applicat’ion Isolation
Container Run Everywhere From Infrastructure
Opera Standardized Units for Cloud Portability Application Isolation Tracking Cloud Infrastructure
tion development, shipment, deployment Run Everywhere From Infrastructure Virtualized HW || Virtualized HW Virtualized HW || Virtualized HW
Cloud Infrastructure
Virtualized W || Virtualized HW Virtualized HW | Virtualized HW Network Layer

An example of microservices-based

Mapping of microservices-based
functional architecture for loT Virtualisation

functional architecture on AIOTI HLA

Source: AIOTI High Level Architecture R4.0




Platforms
[a hot topic but also an abused term]




From vertical to horizontal platforms

The situation of technology separation among loT
application domains produces market separation

VERTICAL MODEL [per silo integration]

= N S

=, S— . Other modules
vehicles OTh;: moc.lultles vehicles and terminals
and terminais
N
Platform configured per vertical application Horizontal platform supporting multiple vertical apps
(application domain) (with common components and application-specific components)

Deployment reality: different (domain) platforms will
continue to co-exist and need to interoperate

Per silo integration does not scale and limits evolution possibilities
Platform based integration with the key role of open standards and open source 23



Digital Industrial Platforms:
pan-European platform building and piloting

loT European Platforms Initiative (EPI)

@ Interiot

m AGILG
Innovatlon

federation _ =
’ International Platforms b| T
Cooperdtion ro rablllty symbioie
bIoTope L\Q ?

o Integration of key digital technologies ’_a W

o Platforms, reference architectures, ...

spJepuexs

o Reference implementations, large-scale V-‘,?C|N‘?if-|- Ef;;g:';ga' iy fgcelerators '!'ﬁs-i“
pilots, experimentation environments * &Od:;mess
o Ecosystem building and standardisation (‘\UNIFY foT °|oT

NOTE - Technically, “Platform” is an ambiguous term, overused in the market for various distinct
purposes (e.g. connectivity management, data exchange).

The EPI work is - among others - addressing platform taxonomies for easier technical analysis and more.
24



Smart Cities




Smart Cities as super application domain of the loT
lntegration of -  — - _Citi-zen—centric services

Healthcare

Building incl. open data apps, 3rd party
mu Itl p Ie ve rt ica I S ’ - ‘; a apps, city apps and dashboards

— - ..... Still a number of
N technical challenges
incl. interoperability,
The brain of security and privacy
the city Data collection, analysis,
knowledge, planning, action
The senses of = B £ i
the city | I — \ | -
Mobile J { e s } 157 Bavicas City data sources
applications Devices @ © :

E =N LB LB A2 o °

IIlllIII

b ™ it —
N l l. II ler‘ ........ | L -

\o fi : . S
Tfﬂ"” Tmua g = 49 @D
J\ @ \ ) 1 , i ‘/
Source: Dr. Levent Gurgen ==



Smart Cities: an incremental and participatory journey

towards full support to Data Economy

Efficient and Open

* Vertical solutions bringing
efficiency in silos

* Historic data as open data

* Information still in vertical
silos, no global picture

Gardens and Public Lighting

parks

‘o

Intedligenca 1

Connectivity 1

Truly Smart

 Horizontal platform
integrating “right-time”
context info from different
vertical services

* Predictive and prescriptive
models

Intelligence City Governance & Planning

Waste Gardensand Public
Managamsant parks Lighting
b=

Mew Sarvices

" :H & | | N B 3

Smart City Platfarm

sSmart Connectivity

Smart Devices

Unleashing Right-time
Open Data

* Right-time context info
published to third parties

« Exchange of context info with
systems from other domains

Support to
Data Economy

* City as a platform including
also 3" party data enabling
Innovative business models

» Open and commercial data
enabling multi-side markets



A lot of Smart Cities architectures:
the example of the SynchroniCity Reference Architecture

Smart city end-user applications (WP3 application/open calls) SynCh rOniCity iS pa rt Of the European
H2020 Large Scale Pilots programme
eribound unfior injerfaces SynchroniCity goal: start building a
Marketplace and asset management . ..
Feedback and Single Digital Market for loT-enabled

Catalog Offers/Orders Revenue Reputation
Management Management Management P

R Smart City solutions for Europe

Customer License SLA Peering
Management Management Management Management

Manay=ment

(11 reference zones with 8 European
cities, 3 outside (Mexico, Korea, US))

Transparency and Accountability Service

3

§S
——
==
- 3
= o
S
£S
< oy

g
« TR 2
E :'E E-a' Data Storage Management :E:
5 =rap— loT management 2 Key concept of SynchroniCity
c E ° e e
: ontext Data Broks £ Reference Architecture: definition of

Interoperability | avaiiobi = interoperable points
oint : Da bscriptio > ..
POITES 3 : = Ao + 5| Synchronicity also works on a set of
n o gents :E S = .
=8 =2 common data models for different

Context nagement
R verticals (for semantic interoperability)

Southbound uniform interfaces

and Privacy

Datasources/devices

Smart loT User ™
Objects Devices Sensors generated Actuators oon s
context
L data |
\ 4

=

Source: SynchroniCity 28
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Data in the loT and Intelligence from Data




Internet of Things and Data

Some analysts indicate that by 2020 40% of data will come from sensors
Multiple data sources (things, context, historical data, social data) Knowledge hierarchy applied in data processing
Data with different velocity, formats, precision and confidence levels, quality

Different operations on data for extraction of actionable intelligence

Target: the right data, at the right time, at the right location Actonable MEIgECe /e som

Abstraction and perceptions

_ INSTRUMENTED Kn ow\edge
Intelligence flows INDUSTRIAL MACHINE

back into machines

Extraction and storage
of proprietary machine

data stream Structumd data (W|th

PHYSICAL AND
HUMAN NETWORKS

semantics) Information
H INDUSTRIAL
| DATASYSTEMS  Raw sensory data Data
Data sharing with
the right people
and machines
oo mmand Source: Barnaghi and al., JSWIS, 2012
algorithms and

data analysis

0010
0

111
00

REMOTE AND
CENTRALIZED DATA
VISUALIZATION

00
0 00
0 01i
1110100001011

0
1
00
01
1
1

BIG DATA ANALYTICS




Opportunities and challenges of (Big) Data in loT (but not limited to)

Process optimization and data monetization via analytics - driving revenue by
sharing, analysing and interpreting data, for multiple purposes

e Extraction of tangible business and technology value

» Response and action in real time, improving productivity/business processes, lowering costs
* Long-range forecasts enabling strategic actions - business differentiation

* New/improved business models and service offer, faster, more efficiently and agile

Some significant challenges

* Dealing with the “V”s of data : Volume, Variety, Velocity, Veracity

* Discovery (devices and data sources), integration (heterogeneous devices, networks and data)

e Scalability (number of devices, diverse and huge data, computational complexity of data interpretation)
e Availability and (open) access to data, data query

* Interpretation (extraction of actionable intelligence from data)

 Massive data mining, efficient processing

* Trust, security and privacy of data (technical and non-technical)

31
* Other non-technical challenges are also essential, including data governance and ownership



A foundational ITU-T Recommendation on Big Data in loT:
ITU-T Y.4114 “Specific requirements and capabilities of the loT for Big Data”

Specific requirements and capabilities the loT is expected to support to address the challenges related to Big Data

Data Pre- Data
loTData | loT data |oT Data loT data | 10T Data
provider carrier "l consumer
A A

Data
loT data loT data

collection

Data
visualization

Y

AN
from things xternl provider provider
resources
The loT data roles identified in Y.4114 Abstract representation of loT data operations and
[the key roles relevant in an loT deployment  related data flows (diverse concrete loT deployments
from a data operation perspective] do not imply unique logical sequencing of loT data

operations)

e 2



An ITU-T initiative specific on data and loT: the Focus Group on “Data
Processing and Management to support loT and SC&C” (ITU-T FG-DPM)

FG-DPM Working Groups

WG1

Use Cases, Requirements and
Applications/Services

WG2

DPM Framework, Architectures and Core
Components

WG3

Data sharing, Interoperability and Blockchain

WG4

Security, Privacy and Trust including Governance

WG5S

Data Economy, commercialization and
monetization

Partial list of deliverables

D1.1 Use Cases Analysis and General Requirements for DPM

D2.1 DPM Framework for Data-driven loT and SC&C

D2.2 DPM Functional Architectures

D2.3 Data Modeling and Formats Specification for DPM

D3.1 Framework of Open/Private Data

D3.2 Technical Enablers for Open Data Platform

D3.3 Framework to support data interoperability in lIoT environment

D3.6 Blockchain-based Data Exchange and Sharing Technology

D4.1 Framework of Security and Privacy in DPM

D4.5 Data Governance Framework for 1oT and SC&C

D5.1 Modeling of Data Economy for value creation and Stakeholders identification
D5.2 Business models, commercialization, monetization to support data economy
D5.3 Data economy impact assessment, policy and sustainability implications

Cross-WG studies: DPM taxonomies and vocabularies, gap analysis, DPM

standardization roadmap 33



Data Economy, commercialization and monetization (FG-DPM WG5)

Data Core Activities

Data storage
. . : ’ Data processin
Data creation Data collection aggregation and andpanal sis & ::; Tt""rrléﬁzgf Data use
organization Y

Data Support Activities =\ /

N —— ‘s B> b _JnsBlmtmbebe | hai
> Data Laws, F " gul. Siow ~Policies \> Data Va u e C a I n
<::::::::—:: N ‘_Jii_.::::::::::i (business perspective)
> ata - urity & Privacy Related Services >
/B WS\ SN\N.- 7
N e #4#4y $$—""""—"""""="—""""—" N
> ICT Connectivity & Infrastructure Services >
J Ve

Data laws, regulations and policies: formulation and enforcement of data related laws, regulations and policies

Data security and privacy services: provisioning of data related security and privacy services for implementing and enforcing data laws,
regulations and policies.

ICT connectivity and infrastructure services: provisioning of ICT connectivity and infrastructure services for implementing data value
chain activities

Interaction between FG-DPM WG5 (business perspective on DPM ecosystem) and FG-DPM
WG1/WG2 (technical perspective on DPM ecosystem)



Big Data Value Association’s BDV Reference Model
and its mapping to the AIOTI High Level Architecture

_——
Test, wet gData types,
emantic
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(1) Commands/data structure ’",3‘7/ Dataplane (5 ) Horizontal services .§OU rce: AI O_TI H I gh Le ve I AI‘ Ch I tecture R 4 0-
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Key step in front of the loT standardization work plan: Big Data-loT architectural integration
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Blockchain for Data Management

Blockchain itself is an
untampered database storage
technology.

/
Blockchain can secure the

/ /
/Data transmission/ e
' | process of data transmission.

/
/

S

Blockchain can guarantee the
privacy of data.

Blockchain can vouch for data

Data analysis authenticity and legitimacy,
helping users to establish data
trust.

Blockchain can safeguard
related rights and interests of
data owners.

Data flow

Source: Tai Cloud Corporation

Blockchain and other Distributed Ledger Technologies
are booming these days; new technology approaches,
uses cases, business models coming up regularly

Still not completely prepared to support many real
processes in today's economy

Some specific issues in 10T (incl. performance and
capacity requirements not fitting constrained
environments, data security and privacy is relative)

Standardization is expected to play a relevant role in
their application (but should not slow down innovation)

ITU-T is involved in the ongoing standardization efforts
(incl. SG13, SG17, SG20, FG-DPM, FG DLT)

Blockchain technology fosters a new generation of transactional applications that establish trust, accountability,
transparency and efficiency. It shows great promises across a wide range of business applications in many fields.
However, its applicability needs to evaluated according to the specific scenarios.



Machine Learning (ML) technologies for enhanced intelligence from data

Potential of ML for network design, operation and optimization
o coping with massively increased complexity

o enhancing network operations’ efficiency and robustness

o increasing network self-organization feasibility

o providing reliable predictions

As well as potential of ML to enable new advanced applications

But a number of challenges need to be addressed [beyond trust]

how to deal with stringent requirements of many applications (latency)

how to ensure robust ML given small data sets and under latency constraints

how to deal with distribution of data at different locations and diverse data formats
usage of distributed learning to have efficient usage of scarce resources

how to deal with (wireless) channel noise, dynamicity and unreliability

how to ensure good tracking capabilities

how to exploit context info and expert knowledge (hybrid ML approaches)

O O O O O O O

ITU-T FG on “Machine Learning for Future Networks including 5G” (FG-ML5G)
- created in Nov 2017, SG13 as Parent ITU-T Study Group
- a number of challenges and opportunities common to the loT



Accountable and Ethical Data Management and Analytics
(with specific relationship to ML/Artificial Intelligence technologies)

= Opening the black box of Deep Learning
= Data provenance and usage monitoring
= Progressive user-centric analytics

= New paradigms for information flow monitoring

= Fact-checking requiring explicit, verifiable argumentation integrating
heterogeneous data sources and explainable reasoning

Source: N. Boujemaa, INRIA, BDVA Board member

Marco’s opinion: International coordination on Big Data and Al/ML standardization (for networks
and services) is definitely necessary between ITU-T and relevant SDOs, Alliances, Consortia

——



“Personal Data” processing and management

This is a very relevant topic at both technical and policy & regulation levels
Data technologies (and others) need to fully address this matter - research, solutions, ...

Personal data in GDPR GDPR principles for personal data
‘personal data’ means any information relating to an * Processed lawfully, fairly and in a transparent manner
(“Lawfullness, fairness and transparency”)

* Collected for specified, explicit and legitimate purposes
An identifiable natural person is one who can be identified, (“Purpose limitation”)

identified or identifiable natural person (‘data subject’)

Adequate, relevant and limited to what is necessary
(“Data minimization”)

* Accurate and, where necessary, kept up to date
online identifier or to one or more factors specific to the (“Accuracy”)

directly or indirectly, in particular by reference to an identifier

such as a name, an identification number, location data, an

Identification no longer as necessary for the purposes
(“Storage limitation”)
* Processed in an appropriate manner to
maintain security (“Integrity and
GDPR is the European Union’s “General Data confidentiality ”)
Protection Regulation ” on usage and protection of * Accountability (documentation)
personal data in EU - enforceable since 25 May 2018 Source: Austrian Data Protection Authority

physical, physiological, genetic, mental, economic, cultural or

social identity of that natural person. Source: GDPR

Article 4, Definitions



Thank you very much for your attention




Backup information




Some details on different
standardization related activities




Business Roles

Application customer

Platform

provider

Application provider

Network

provider

Device provider

“Simplified view” of business roles and relationships (no ambition to
represent all roles and relationships across the huge number of real 10T
business deployments)

loT ecosystem(s): business roles and models
(source: Appendixes of ITU-T Y.2060)

Business models (5 typical examples in Y.2060)

Device Network Platform Application Application
provider provider provider | provider | customer
Operated by player A Operated by player B
Operated by player A Operated by player B
,,,,,,,,,,,,,,,,,,,,,,,,,, N T~ . o
Device Network Platform Application Application
provider provider provider provider customer

W '\

Operated by player C

Main objective of this analysis: building a proactive linkage between real deployments and technical standardization
(requirements, capabilities and functions, open interfaces)

The exercise has been replicated by ITU-T in specific domains (e.g. e-health, Big Data)



IoT SDOs and Alliances Landscape
(Technology and Marketing Dimensions)

Service & App
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ITU activities on IoT and Smart Cities

Development and
implementation of
international standards

UN global platform for
knowledge sharing

Research & pre-
standardization work on
data processing &
management

U

Hwtsais

TUNISIA

Resolution 98
Enhancing the standardization of loT and
Smart Cities and Communities for global
development

10T4SDGs:

loT to contribute to achieving the 2030
Agenda for Sustainable Development




oneM2M Common Service Functions (CSE)

Registration

Data
Management &
Repository

Communication
Management

Discovery &
Announcement

Subscription &

Notification

Network Service
Exposure

Semantics

Security

Device
Management

Group
Management

Location

Interworking

Application &
Service
Management

Service
Charging &
Accounting



ISO/IEC JTC1 SC41 space

Version 0.5 2018-05-31
Edge (Fog) 10T Architecture IntetapersbiinGy
Computing an
Conformance
Reference
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=
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ITU-T Focus Group on Data Processing and Management to
support lIoT and Smart Cities & Communities (ITU-T FG-DPM)

Essential tasks

= |dentify challenges in loT and smart cities for DPM 15t meeting in July 2017 (SG20 is parent SG)

= |dentify key requirements ad capabilities for DPM 9 DN T S e

= Promote the establishment of trust-based data It has also held two ITU Workshops on Data
management frameworks for 1oT and SC&C I CT G BT ELT

: ' , SC&C (Feb 2018, Sept 2018)
" |nvestigate the role of emerging technologies to support

data management incl. blockchain
= |dentify and address standards gaps and challenges

WG4 - Security,
Privacy and Trust
including

WGT1 - Use Cases, WG2 - DPM WG3 - Data WGS5 - Data

Requirements and Framework, sharing,
Applications/ Architectures and Interoperability

Economy,
commercialization

and monetization

Services Core Components and Blockchain Governance

Liaisons/interactions established with numerous SDOs, Fora, Alliances and projects
E.g. ISO, ETSI ISG CIM, BDVA, various H2020 projects



Open Data in Smart Cities

Open Data facilitates the advancement of Smart Cities Functional architecture of Open Data in Smart Cities
e S N \}
! Application Application Application Application| :
! A B C I
R Y NS £\ | Apptication Layer

Citizen e
Participation

D
\ }pllcatlon Access |
Portal Cagﬂ Capability

Invovation

eilionce Decision ; }9 Open Data Access Layep
Making N
Anonymlzatlon Metadata Catalog Streaming Data
Protection Management Management Processing | ...
Capability Capability Capability Capability

—_—————— Open Data Integration LayeD

— e oo — e \

Public

Sustainability

Services

Traditional ICT System loT Data Collection System

|
|
|
|
i
(DB, Text document, Streaming Data, Image, Video, ***) !
|

Source Data Layer)

Ongoing ITU-T draft Rec. Y.SC-OpenData “Framework of Open Data in Smart Cities”
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ETSI Industry Specification Group on
Context Information Management (ETSI ISG CIM)

ETSI ISG CIM has mandate to establish an info-exchange layer
on top of loT platforms especially targeting Smart City applications

User Open
Apps Data -
EXAMPLE: |+ o : D ) 5 ( ‘
» : Context y 7 Context | - Data @
Citizen c S| ciMAP nformation cimap | Mormation - Plglzltlf?rﬂosn )
¢ g } _
(;%r;\t%lir;t; § g [JSON-LD] Management [JSON-LD] Models l]
Application é:%_ =
1 2 \ J \ ) IW
il i Mca
information m * information-centric
Systems
X * joining verticals
1: — ! * interoperable
LWiFi 5G¢  LPWAN )
D O "o N <
Context Information Management Layer - exchanging information between domains I)@

Collaboration with SDOs (ITU-T FG-DPM, oneM2M, W3C ...) & open-source implementations



AIOTI WGO03 (loT standardization): engagement model

WGO03 support to AlIOTI in:
Sehanes - Digital Single Market

Policy ~ e ege o
Makers | - Digitising European Industry

\ * H2020 Large Scale Pilots

Consortia

Large Scale Pilots Testbeds Pilots

NS e Oasisa  THEE SeClow g
- P copc o B 3
3 = L~ - T siEze HE — == m
| a” SR o apom oliiga ASEME) T
e oMo -
Analyze landscape iy g eitoy e~ o . ;
QIS = jiz] =] = O
cue Campcan . o— —— E
e e ) < - SPDICO! “ CiR. P o 10.cn i ¢
E @@k Ommad® W & 6
- L ©IEEE - - ae
N CEAELIT
) .
B Sam D @ =

influence common concerns

WGO03

o PSS T
= Engage, Identify gaps,
T s disseminate and AlOTI divergences,

High Level Architecture

‘ [ Publish guidance I Semantic Interoperability
and
— address themes

rEcommentations Identifiers, loT and 5G

Security and (Personal) Data Protection (with WG4)

Source: AIOTI WG03




Examples of
application domains of the loT




Wearable
device
related data

loT for wearable devices and related services

4

Physiological
data

User's action data

Environmental
data

N s ~
| Hiah

4 Monitoring of Expansion Improveme

user's of user's nt of user’s
physiological perception work
condition efficiency

Wearable device related
\_ services

10T network

[’.—,_E} @Zigﬁee"' « ’_’)) (((g,))) }

Smart clothing

Smart bracelet
Smart ring

User

Wearable devices

= /

X

Ve

-

Health advice

Exercise tips

Work plan

~

Analysis

results

Extract from ITU-T Y.4117
«Requirements and capabilities
of loT for support of wearable
devices and related services»

Doctor

assistant

Other WDS users

ITU-T Y.4117 identifies 4 classes of wearable services,
with their distinct characteristics and requirements for

the supporting loT network

ﬂ.a‘s{
\_9/ ‘

53



loT for transportation safety services

Transportation Safety Service
Platform
(Server)
A

Precise decision

Big data analysis based on IoT sensing data

Extract from Y.4116

CVVD loT Control Messages IlRequirementS Of
_ . transportation safety
services including use

Sensing data Threshold values for fast decision Cases and SerVice

scenarios”

A
Transportation Safety Service
Platform
(Client)

Fast decision
Real time analysis of sensing data locally

The picture shows an example of distributed processing-based decision making

Vehicles locally process and compare sensing data to threshold values for fast decision.

Sensing data from vehicles and transportation infrastructure are delivered to the transportation safety service platform (server side).
The platform generates threshold values (e.g. safety indexes) for more accurate decision based on big data analysis.

The generated threshold values are delivered to vehicles for appropriate adjustment of the local decision making process.
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loT for Industry: monitoring/predicting industrial plant failures

Customer’ s challenge

e Avoid damages by predicting failures, shorten the
lead time to identify the cause of failure

Effect of solution

eMonitor/detect prediction of failures of plant facilities

eDetect abnormalities from large volume of sensor
data at an early stage, avoid large-scale damage

before it happens

n

eVisualize operational status from existing data by

Analytics technologies
eUtilize massive data in real time and realize high
accuracy monitoring/detection of failure prediction

EE

Plant facilities

sisAjeuy

Analytics technologies

Automatically generate
normal operation
model
Utilize
model

Compare predictive value
and observed data

Sunonuopy
uoesIo0N

Control room Operator

Operation room Surroundi

~

ng facilities

Analysis of large amounts of
metric data collected from
multiple sensors to
automatically identify
relationships and detect
anomalies

Analytics Technologies

example from A\Ii%
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Internet of Things in Food & Farming

/,"“

. smart

smart analysis &
control

lanpihg

:

SMART WAREHOUSING, = REMOTE ASSET WINE QUALITY
B R o Scuikaitn
Source |.\-_:k' = Source: ISO
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